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Summary

Tracking bitstreams is useful for many applications, for example, identifying versions of a
particular design or having serial numbers to more complex situations such as tracking design
optimization implementation runs. It is possible to embed any form of static code into the
design, allowing limitless possibilities for the size or format of the version data. However, this
results in the need to recompile parts if not all of the entire design, which is tedious at best and
has its limitations. The USR_ACCESS register, present in the Virtex®-5, Virtex-6, and all

7 series FPGAs, provides the ability to embed version information into a 32-bit
fabric-accessible register at the bitstream generation phase, allowing for the best balance of
flexibility for the user with minimal impact to the design and implementation time.

JTAG
USERCODE
Solution

USR_ACCESS
Primitive

The Virtex-5, Virtex-6, and all 7 series FPGAs support the IEEE Std. 1149.1 JTAG feature
USERCODE that is similar to USR_ACCESS. USERCODE is also a 32-bit register that can
store a user designated value. However, one limitation to the USERCODE is that it is not
accessible via the FPGA logic. USERCODE is intended for quick access via JTAG.
USERCODE is also entered during the Generate Programming File process. If there is no need
for dynamic timestamp or logic access to this value, USERCODE can be an acceptable
solution.

The primitive names for the USR_ACCESS registers are USR_ACCESS_VIRTEXS,
USR_ACCESS_VIRTEX6, and USR_ACCESSEZ2. All further references to the primitives in this
document are simplified as USR_ACCESS. This component provides direct FPGA logic
access to the 32-bit value stored by the FPGA bitstream. For purposes of this document, the
USR_ACCESS is considered a static value, although it can be changed by additional writes to
this configuration register either through the external configuration interface, JTAG, or the
internal configuration access port (ICAP). Dynamic writes utilize the CFGCLK and DATAVALID
ports. For a static value, only the 32-bit DATA bus is required. This dynamic writing functionality
is outside the scope of this application note. More information on writing to this register
dynamically can be found by searching for the register AXSS in the respective FPGA family’s
configuration user guide.

USR_ACCESSE2
DATA[31:0]

CFGCLK
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Figure 1: Schematic of USR_ACCESS Component for 7 Series FPGAs
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Command Usage

& XILINX.

Command
Usage

Timestamp

USR_ACCESS can be configured with a 32-bit user-specified value or automatically loaded by
the bitstream generation program (BitGen) with a timestamp. The user-specified value can be
used for revision, design tracking, or serial numbers. The timestamp feature is useful when
several implementation runs have been performed, thereby changing design optimization
values, but the source design itself is unchanged. The timestamp value can then be compared
to the timestamp for the bitstream file to correlate the design in the device to one of the many
possible sources. The timestamp feature is not easily implemented by changing the source
code. Implementing the USR_ACCESS method provides a more accurate timestamp.

The command usage feature is implemented using a -g USR_ACCESS switch in the Generate
Programming File process (BitGen).

-g USR_ACCESS: NONE | xxxxxxxx | TIMESTAMP

When no value or NONE is entered for this option, the behavior is to do nothing to this register,
which defaults to all os:

NONE - DEFAULT

When an 8-character hexadecimal value is detected, this value is entered into the
USR_ACCESS register:

XXXKKKKK
When the keyword TIMESTAMP is entered as the value:

TIMESTAMP
BitGen inserts the current timestamp into the 32-bit USR_ACCESS register in this format:

ddddd MMMM yyyyyy hhhhh mmmmmm ssssss
(bit 31) .o (bit 0)

Where:
dddddd = 5 bits to represent 31 days in a month

MMMM = 4 bits to represent 12 month in a year

vyyyyy = 6 bits to represent 0 to 63 (to note year 2000 to 2063)
hhhhh = 5 bits to represent 23 hours in a day

mmmmmm = 6 bits to represent 59 minutes in an hour

ssssss = 6 bits to represent 59 seconds in a minute

When using the TIMESTAMP value, the minute and second values might not correspond
directly with the timestamp on the file. This occurs because the timestamp value is determined
near the beginning of the bitstream generation process, but the operating system file timestamp
is at the end of the file creation process. Therefore, depending on the speed of the machine and
the complexity of the operations required for BitGen, these values might not match exactly with
the file timestamp. Similarly, the same can occur if file generation is started close to the end of
the hour or day.
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ISE® Tools Flow & XILINX.

ISE® Tools Flow This option is entered in the Generate Programming File process. To access the options:
Right click Generate Programming File.

Select Process Properties.

Select Advanced for Property Display Level.

Select Configuration Options in the Category panel.

Enter the command shown in Figure 2 in the User Access Register Value field.
Replace the text aced0123 with TIMESTAMP if the timestamp feature is desired.
Note: Not entering this option results in the default NONE that leaves this register with all Os.

S

= Process Properties - Configuration Options

Categary Switch Mame Propetty Mame Value 2%
General Opti':lns ULt LOpOaLErTiaae LAl pidaLe vuge L‘!U|B[|Lurr_,| v
Canfiguration Options -g configFallback: Fallback Reconfiguration Enable v
Startup Cpki
Rea;dtgckpolsgsns -g nexk_config_addr: Starting Address for Fallback Configuration Mone
Encryption Options atchdog Timer Mode OFf LV

-g TIMER_CFG: | TIMER_USR.: | Watchdog Timer Yalue 0000000
-0 BPI_page_size: BFI Reads Per Page 1 W
-g BPI_1st_read_cycle: Cycles For First BRI Page Read 1
-q CverTempPowerDown: Power Down Device if Over Safe Temperature |:|
-g SR _ACCESS User Access Regisker Yalue acedn1z3| v
Property display level: Display switch names
I Ok ] [ Cancel l ’ Apply ] [ Help l
X497_02_072211
Figure 2: Configuration Options
Conclusion The USR_ACCESS feature is a method to track bitstreams for revisioning, or to track

bitstreams with implementation runs without changing any source code or requiring
reimplementation.
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Appendix A: Instantiation Templates & XILINX.

Appendix A: The following instantiation templates are for 7 series devices. The port names are identical for
Instantiation Virtex-5 and the Virtex-6 devices. The only difference is the name of the component.
Templates * Virtex-5: USR_ACCESS_VIRTEX5

* Virtex-6: USR_ACCESS_VIRTEX6
*  Artix™-7: USR_ACCESSE2

* Kintex™-7: USR_ACCESSE2

* Virtex-7: USR_ACCESSE2

The VHDL instantiation template for 7 series devices is:

Library UNISIM;
use UNISIM.vcomponents.all;

USR_ACCESS 7series_inst : USR_ACCESSE2

port map (

CFGCLK => CFGCLK, -- Not utilized in the static use case in this application
note

DATA => DATA, -- 32-bit output Configuration Data output

DATAVALID => DATAVALID -- Not utilized in the static use case in this
application note

)i
The Verilog instantiation template for 7 series devices is:

USR_ACCESSE2 USR_ACCESS 7 series_inst (

CFGCLK (CFGCLK) , // Not utilized in the static use case in this application
note

DATA (DATA), // 32-bit output Configuration Data output

DATAVALID (DATAVALID) // Not utilized in the static use case in this
application note

)i
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Appendix B: Bitstream Composition & XILINX.

Appendix B:
Bitstream
Composition

The USR_ACCESS register can be found in the bitstream by searching for the command:
Type 1, Write command, address 01101, 1 word

The 32-bit value after that command is the USR_ACCESS register value. Details on the syntax
to read and write values through the configuration port can be found in the configuration details
chapter of the respective configuration user guide.

The following is an annotated section of a Kintex-7 device bitstream with a timestamp value.

00110000000000100010000000000001
00000000000000000000000000000000

00110000000000011010000000000001  « Type 1, write, address 01101, one word
11101001100101110101110101000011 <« USR_ ACCESS value
00110000000000100110000000000001

00000000000000000000000000000000

The above example stores this timestamp value:
11101 0011 001011 10101 110101 000011
Where:

5 bits for day: 11101 = 29th day

4 bits for month: 0011 = 3rd month

6 bits for year: 001011 = 11th year (2011)
5 bits for hour: 10101 = 21

6 bits for minute: 110101 =53

6 bits for seconds: 000011 =3
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The information disclosed to you hereunder (the “Materials”) is provided solely for the selection and use of
Xilinx products. To the maximum extent permitted by applicable law: (1) Materials are made available "AS
IS" and with all faults, Xilinx hereby DISCLAIMS ALL WARRANTIES AND CONDITIONS, EXPRESS,
IMPLIED, OR STATUTORY, INCLUDING BUT NOT LIMITED TO WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, OR FITNESS FOR ANY PARTICULAR PURPOSE; and (2)
Xilinx shall not be liable (whether in contract or tort, including negligence, or under any other theory of
liability) for any loss or damage of any kind or nature related to, arising under, or in connection with, the
Materials (including your use of the Materials), including for any direct, indirect, special, incidental, or
consequential loss or damage (including loss of data, profits, goodwill, or any type of loss or damage
suffered as a result of any action brought by a third party) even if such damage or loss was reasonably
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correct any errors contained in the Materials or to notify you of updates to the Materials or to product
specifications. You may not reproduce, modify, distribute, or publicly display the Materials without prior
written consent. Certain products are subject to the terms and conditions of the Limited Warranties which
can be viewed at http://www.xilinx.com/warranty.htm; IP cores may be subject to warranty and support
terms contained in a license issued to you by Xilinx. Xilinx products are not designed or intended to be
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fail-safe or for use in any application requiring fail-safe performance; you assume sole risk and liability for
use of Xilinx products in Critical Applications: http://www.xilinx.com/warranty.htmi#critapps.
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